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1  Introduction  

 
Pervasive network connectivity and employees and guests business mobility  

Wherever pervasive network connectivity is available, employees connect an additional 1h45 

minutes each working day, leading to a 22% productivity improvement (Source NOP World). 

In other words, mobility generates more flexibility, more usage and more efficiency. Within 

professional organizations, this concerns all laptop or PDA users, in particular sales and 

consulting forces and managers. Pervasive connectivity also enables the delivery of new 

services to customers therefore enhancing revenues and customer satisfaction. According to 

IDC, there are 75 Million mobile workers in Western Europe. Mobile workers spend 70% of 

their working time outside their office. Mobile workers can connect in a meeting room, in a 

branch office, or in a hotel room. Pervasive connectivity relies on a combination of wired and 

wireless network infrastructures.  

Wireless networks enables business users to connect anywhere at any time, without wires. 

In other words, Wi-Fi is an extremely efficient way to implement pervasive broadband 

access in a local area (campus, building, ware house, etc.). As a result, thousands of Wi-Fi 

networks have been deployed in professional organizations (enterprise, government), public 

spaces (hotel, airports) and home. Wi-Fi equipment sales grew from 7 million in 2003 up to 

150 Million units in 2005. Most laptops are now Wi-Fi enabled. Telco operators now market 

Wi-Fi telephony over IP solutions.  

 

Business Mobility issues  

Delivering pervasive connectivity to business users requires addressing several important IT 

issues: robust LAN security and network access control, seamless mobility and zero 

configuration access to applications and services, voice, video and data applications 

convergence on a shared wired and wireless IP infrastructure. 

 

 LAN security and network access control: mobility business organizations protect 

themselves from Internet security risk (virus, spam, spy software, black list, etc.). 

Based on the assumption that people connecting inside the organizations are trusted 

users with trusted terminals, inside LAN security has received little attention until 

lately. The growing users mobility, the need to host guests on corporate networks, 

the deployment of wireless networks, the legal constraints of traceability (terrorism, 

financial reporting, etc.) dramatically enhance the need for LAN access control. 

Network access control (NAC) covers many aspects such as user authentication, 

access and confidentiality control or connections and traffic log management, laptop 

integrity. 

 

 Mobile users should not have to change the configuration of their terminal (smart 

phone, PDA, laptop) whenever they connect in a different place. On the one hand, 

back and forth configuration takes time, requires IT helpdesk resources. On the other 

hand, uses may not be allowed to change their terminal configuration. Effective 

business mobility therefore requires implementing zero configuration access to 

network applications and services. 

 

 Voice, Video and Data convergence: IP convergence brings many benefits. All 

communication applications rely on a single IP infrastructure, sharing infrastructure 

investment and administration costs, and enabling new applications such as unified 

messaging, Voice over IP, IP video survey. 

 

The UCOPIA  solutions for Network Access Control, mobility and IP convergence  

UCOPIA develops and markets a full range of solutions to enable small to large professional 

organizations (SME, enterprises or public organizations) to deliver robust LAN security and 

control network access, seamless zero configuration mobility and IP convergence. UCOPIA 
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proposes 2 product lines: Express and Advance.  

 

UCOPIA Express perfectly matches small to medium size organizations such as hotels, SMEs, 

schools, small hospitals requirements. With UCOPIA Express, hotels can provide Internet 

access to customers in their rooms together with other services such as Video on Demand, 

and pay TV. With UCOPIA Express, SMEs  can deliver secure network access to visitors in 

meeting rooms. Express is a highly packaged, very easy to set up and operate. UCOPIA 

markets several Express appliances sized against the number of concurrent connected users 

(10, 20, 50, 100, 200).  

 

UCOPIA Advance is best suited for corporate projects where fine grain integration with 

legacy infrastructure is needed (VLAN directory, PKI, DHCP, VPN, firewall, proxy, etc.), 

where deployments involves multiple locations with centralized controller or local controller 

with centralized directory, and where load balancing and high availability for intensive usage 

of critical applications by numerous users. Advance includes all features supported by 

Express plus many more. UCOPIA Advance is packaged as several different appliances based 

on the number of concurrent connected users (20, 50, 100, 200, 500).  

 

This white paper describes the UCOPIA solution. It first introduces the main features and 

components of the solution. The second part presents the architecture, how the various 

components work together.  

 

 

2  UCOPIA  overview  
 

UCOPIA is a full range of mobility controllers which enable organizations to simply deploy 

and operate pervasive connectivity, guarantees LAN security and manages user mobility and 

application convergence. The main benefits of UCOPIA are:  

 

Corporate and user sô security : UCOPIA provides robust mutual authentication based 

either on a Web based, secure HTTPS portal or an industry compliant 802.1x architecture 

including a RADIUS server. After authentication, the communications confidentiality is 

guaranteed, based on third party encryption such as VPN or Wi-Fi access point WPA / WPA2. 

For confidentiality, UCOPIA also splits usersô traffic on different VLANs. Once authenticated, 

UCOPIA grant and enforce to each user or group an access rights profile. A user profile 

defines which applications are allowed, also taking time and location into account. Last, 

connection data (who did what when) is stored in a database for audit or legal issues.  

 

End u ser ease of use and productivity : Mobile users very often face problems to connect 

with their laptop and access their applications outside of their own office. Getting an IP 

addressing, finding the Internet through proxies and firewall, using printers require awkward 

and time consuming configuration. With UCOPIA, no need to reconfigure the laptop. The 

UCOPIA controller automatically routes the user Internet traffic or access to corporate 

applications through the local infrastructure. This applies as well to send an email without a 

local mail account or print a document without prior knowledge of the printer and printer 

driver.  UCOPIA classifies traffic at application level and eventually applies per application / 

per user quality of service policies. This enables smooth IP convergence on the LAN. 

 

I nt egration in the legacy network and security environment : organizations have a 

legacy network and security environment (DHCP, DNS, VLAN, VPN, directory, firewall, etc.). 

The Wi-Fi has to fit smoothly into this existing environment. UCOPIA has a very modular, 

extensible architecture enabling flexible, simple integration and interoperability with the 

corporate legacy network. Thus, organizations can deploy Wi-Fi as an extension of their 

existing LAN without reconsidering their existing architecture. 
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Easy to install and operate : UCOPIA is very easy to set up, configure and administrate. 

The UCOPIA controllers require minimal configuration to get started and provide high level, 

quick WEB access to configuration and supervision information whether locally or remotely. 

UCOPIA is an all in one box solution for business class network access control, mobility and 

convergence management, ideally suited for small to medium size organizations. 

 

 
  

  

Figure 1: UCOPIA main features  

 

2.1  UCOPIA  main components  and architecture  

UCOPIA is an appliance which controls connections and traffic on a wired (industry Ethernet 

cable and switches, eventually CPL equipments) and/or wireless ( 802.11 Wi-Fi access points 

- APs. For example a hotel delivers triple play services in the rooms based on wired Ethernet 

and DSLAM and simple Internet access in the lobby using Wi-Fi access points. UCOPIA 

controlled traffic is forced through the UCOPIA controller(s) based on one or several VLANs. 

Figure 2 below shows a UCOPIA deployment on 2 different locations: each location has its 

own controller sized to face local traffic (there could be only one managing both locations 

APs). All controllers are managed through a set of Web tools locally or remotely. 

 

 

 The Controller  implements robust and flexible authentication based on either a Web 

based HTTPS portal or a more robust 802.1x & RADIUS architecture. The controller 

integrates a VPN to guarantee confidentiality. With the traffic filter included in the 

controller, user traffic is controlled based on user access rights granted.  The 

controller automatically detects misconfigured network packet and fix the problem 

seamless. Thus, users get an unbeatable zero configuration access to network 

applications (internet, email, printers, etc.). Last, the controller manages the 

bandwidth and quality of service delivered to each user based on corporate policies.  

To face large deployments, UCOPIA controllers can operate in redundant or load 

balancing clusters. 
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Figure 2: UCOPIA global architecture  

 

 The  Manager is a set of Web based tools in charge of the administration, 

configuration and supervision of one or many distributed UCOPIA controllers and 

related users. The Manager enables the definition of services, users and groups, and 

related mobility policies (who is allowed to do what, where and when). With the 

manager, policies are centrally defined and stored in a corporate (LDAP) directory to 

be used by controller(s) when the user connects to the WLAN. The Manager enables 

the local or centralized supervision, configuration and administration of UCOPIA 

controllers.   

  

 

3  UCOPIA  features  

3.1  Security  

Security is a requirement for mobile users. UCOPIA enables organizations to deliver 

enterprise class security and create the conditions for mutual trust between users and 

infrastructures. With UCOPIA, the user and the WLAN mutually authenticate each other. 

Data circulating across the WLAN are then encrypted to guarantee confidentiality. Once 

connected, users can only access applications that are listed in their profile. This list of 

application may depend on the time and location. UCOPIA also enhances confidentiality by 

isolating usersô traffic on different VLAN based on profile and usage.  

3.1.1   Authentication  

UCOPIA proposes several ways to authenticate based on a RADIUS server running in the 

controller. One way to authenticate with UCOPIA relies on a Web browser on the user side, 

an a captive portal in the UCOPIA controller and a secure HTTPS protocol. The other ways 

are based on the industry standard EAP/802.1x protocol which enables to roll an 

authentication process before the user gets an IP address. 802.1x is a level 2 network 

protocol which connects the UCOPIA RADIUS server to the user. The EAP protocol can be 

specialized: PEAP or TTLS for password, TLS for certificates, etc. These different kinds of 

authentications coexist on a single access network to face employees and visitors situations. 

An organization can deploy several VLAN to hosts various users populations and match each 
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VLAN with the appropriate authentication mode. 

 

3.1.1.1  Authentication with a Web portal  

Authentication with a Web portal is very convenient to host guests since it does require any 

prior configuration or installation on the user laptop. The user opens a web browser on the 

terminal and is automatically redirected on an authentication Web portal embedded in the 

UCOPIA Controller. The user enters the login name and password (see screenshot below). If 

successful, the portal then shows the user which services are authorized. For additional 

security, a single password cannot be used concurrently by 2 users and a periodic re 

authentication is seamlessly performed. While basic Web portal is available with many 

industry solutions, UCOPIA provides a wide and unique variety of options: simple password, 

self-provisioning, online payment, automatic with or without corporate charter. 

 

 Password  mode : a user account has been previously created by the front desk 

using the UCOPIA delegated administration tool (see below) and the user simply 

types the login and password on the portal. Authentication is based on the HTTPS 

protocol to query the guest directory. 

 

 Self provisioning mode : the end user opens the WEB browser, hits the UCOPIA 

portal, types her/his name and cell phone number. A password is automatically 

generated by UCOPIA and sent to the user in a SMS on the cell phone. No need for 

somebody else to create an account. Only the cell phone owner can read the 

password. 

 

 On line payment mode : Internet access and related services and applications are 

means to generate extra revenues (hotels, hotspots, etc.). Online credit card based 

payment offers maximum efficiency and flexibility to both the end user and the 

organization delivering the services. UCOPIA integrates a Paypal APIs in order to 

provide secure online payment. User identity is based on the credit card used. 

 

 Zero authentication : the end user is seamlessly authenticated with an anonymous 

account. However, traceability is still available using the terminal mac address. 

 

 Corporate portal redirection : the UCOPIA controller redirects the user at 

connection time on an external corporate portal. Once authenticated, UCOPIA 

activates the user profile. 

 

These different modes can be used concurrently on different VLANs of the same 

infrastructure. For example, a hotel can propose internet access to room customers on a 

VLAN using self provisioning mode and unlimited Internet access while visitors having a 

drink in the bar can buy online a 30 minutes connection with their credit card. Each of these 

population connecting on a different VLAN. 

 

The screenshot below shows the default UCOPIA portal (password mode). 
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Figure 3: the UCOPIA authentication Web portal  

 

 

Once the authentication succeeds, a small window shows the authorized applications and a 

button to disconnect. The UCOPIA controller checks that a single password cannot be used 

for 2 or more concurrent connections. 

 

 

 

Figure 4: User feed back following successful authentication  ;  
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This portal can be customized with a WYSIWYG portal editor, allowing logo, banners, 

message and links to be changed very easily. The screenshot below shows how to 

personalize a Web portal for a specific VLAN and users population including the possibility to 

manage several languages (here English and French). 

 

 

 

Figure 5: The UCOPIA portal editor  

 

3.1.1.2  Authentication with login & password and 802.1x protocol  

A more secure login/password solution is also available based on PEAP (natively supported 

by Windows environments) and TTLS (Linux & Mac OS X platforms). This requires a very 
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simple one time configuration of the user terminal while delivering robust, industry standard 

mutual authentication. The full RADIUS server embedded in the UCOPIA controller manages 

the server 802.1x protocol. 

3.1.1.3  Certificate a uthenticatio n with 802.1x  

Authentication with certificates is based on an EAP/TLS protocol. Certificates are managed 

by a Private Key Infrastructure (PKI) which creates, revoke, stores and distributes 

certificates. Both the UCOPIA controller and the user get a certificate from the same PKI. 

UCOPIA enables a smooth integration and enhance LAN security based on the legacy PKI.  

3.1.1.4  Smart card and OTP authentication  

UCOPIA complies with most token based authentication solutions (smart card, One time 

password, USB key, etc.). The token can be used for more than Wi-Fi authentication : laptop 

authentication, VPN, Single Sign On, etc. UCOPIA enforces periodic re-authentication to 

make sure the token is still there to secure the access. 

3.1.1.5  Single Sign On (SSO)  

UCOPIA authentication can be coupled with SSO server such as CAS (Central Authentication 

Service) or Windows (Kerberos) servers in order to avoid repetitive authentication steps for 

the user and multiple account management for the security manager.  

There are several modes for UCOPIA to cope with an existing Windows authentication 

architecture: 

 the user only sees the Windows authentication which is seamlessly used by the 

UCOPIA controller for the UCOPIA authentication. 

 Once authenticated by Windows, the user is forced on the UCOPIA web portal but 

without the need to type another password. 

 UCOPIA first authenticates the terminal. At this stage, the network connections are 

opened, and some integrity control can apply on the terminal (up to date anti virus, 

etc.). Only then, Windows asks for user authentication.  

 

3.1.2   Encryption  

Data that circulates on the network, in particular on the Radio frequencies should be 

encrypted for confidentiality purpose. Equipment manufacturers delivered different types 

encryption solutions: TKIP and lately 802.11i AES based encryption, WPA, WPA2, VPN, etc. 

802.11i is robust enough for most users but it requires that both the infrastructure and the 

user terminal are 802.11i compliant. To enable organizations to deploy and use WPA, the 

UCOPIA controller distributes encryption keys to the authenticated users automatically. 

UCOPIA complies with all these solutions and industry standards. 

 

3.1.3   Access Control based on user profile  

A lot of corporate applications and resources are available on a LAN. Several generations of 

application co-exist: client / server, Web services, etc. Depending on their job, users are 

allowed to access some but not all of these applications.  

UCOPIA enables to deploy fine grain access control based on centrally defined user profile. A 

user profile combines user identity, time and time credit, and location to define which 

applications and services the user is allowed to use.  

 

Once authenticated, user profile is downloaded from the corporate directory in the UCOPIA 

Controller which compiles this profile into a set of multi-level traffic and routing rules, based 

on IP address, port, protocol, URL, IP address and VLAN. The UCOPIA filtering engine then 

analyses user traffic and removes forbidden access. As we shall see below, the filtering  
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3.1.4   VLAN Management  

UCOPIA enables to manage Virtual Networks (VLANs) both on the user and the LAN sides. 

VLANs are part of the legacy network infrastructure for security and management purpose. 

VLANs are used to insulate different users populations in different virtual networks: based on 

user identity, users are mapped into a specific VLAN. Users in the same VLAN or different 

VLANs can be insulated or see each other. This complements the encryption features to 

deliver either confidentiality or allows work group.  

 

UCOPIA provides a flexible way to define and map access VLANs where the user connect and 

applications VLANs where corporate applications and services are available, and define an IP 

addressing scheme for each of this VLANs. On each access VLAN, UCOPIA maps a specific 

set of IP addresses. UCOPIA works both in NAT mode and in Router mode depending on 

VLAN and user profile (see IP Address and VLAN architecture section). 

 

Depending  on profile, the user traffic  can be forced by the UCOPIA controller on a specific 

application VLAN (for instance guests traffic is forced on a VLAN where only Internet access 

is available. 

 

Schema below shows an architecture with 3 access VLAN (guest, employee & IT manager) 

and 2 applications VLAN, with the corresponding IP addressing scheme. 

 

  

 

 

Figure 6: Managing wireless and wired VLAN with UCOPIA 

  

 

 

 

3.1.5  Intrusion detection  

UCOPIA detects and neutralizes attacks consisting in stealing the identity of a user terminal 

or the identity of the UCOPIA controller. From a technical perspective, this means UCOPIA 

detects level 2 intrusions such as ARP poisoning. Once detected, UCOPIA resets the ARP 

table to neutralize the attacks. ARP poisoning is very important in particular when the 

authentication mode is not 802.1x. In this case, unknow users (eventually hackers) get an 

IP address before authentication and can launch an attack without authenticating on a WEB 

portal. 
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3.2  Mobility  

Mobility management means the definition of corporate policies handling various situations 

(which applications or resources are needed by employees within their office, in a meeting 

room, at the cafeteria, which services should be delivered to the visitors, whether 

customers, partners, etc.). Once corporate policies for mobility are defined, the next step is 

to enforce them and make sure that user can access to authorized services seamlessly. Last 

but not least, users share WLAN bandwidth. Poor bandwidth management means 

uncontrolled quality of service and poor user experience. 

3.2.1  The mobility mod el  

UCOPIA implements a rich and flexible mobility management model which takes into account 

Who  can do What , Where , When  and How . Who  stands for users or group of users. Users 

inherit access right from their group but customization is supported. What  refers to all 

applications (corporate database), or resources (printers). How  includes considerations 

about bandwidth (which bandwidth to grant to a given user to use a given application), or 

security level (full encryption, tunneling, open). Furthermore, user rights may change 

depending on Where  the user is (in the office, a training room, lobby) based on the zone 

where the user connected. A zone is made of one or more access VLANs. When  refers to the 

time or date it is (working day and working hours, meeting time, etc.).  

 

For instance, a visitor may be granted a right to connect within a meeting room and at 

meeting schedule only, to access to the internet and set a VPN to his/her own organization 

LAN. If the visitor launches a VPN, UCOPIA tunnels the encrypted traffic to force it to the 

corporate outgoing firewall (How ). 

 
 

 

 Figure 7 : The UCOPIA Mobility model  

 

 

3.2.2  Adaptative profiles  

With UCOPIA, the profile applicable to a user can change based on the conection location 

(branch office and headquarter) and zone (an area within a location), the connection time.  

 

Here is an example where adaptative profiles are very useful. A hotel delivers various 

network services to various populations: 

 

 For customers in their hotel room, a wired access delivers triple play services 

including Internet access, telephony, video on demand and Pay TV. Internet access is 

free of charge and unlimited. 



UCOPIA Communications 

 UCOPIA White Paper ï Proprietary Information                                                                                                                         
14 

 For visitors (not having a room) and customers in the public areas (lobby, meeting 

rooms, restaurant), only internet access is available and charged based on 

connection duration. 

 This means, a customer in the room and in the lobby uses the same account and 

password but gets a different profile. 

3.2.3  Seamless Zero Configuration Access  

Many Professional users spend more than 50% of their working time outside of their own 

office: working with colleagues, customers or partners in a meeting room, visiting branch 

offices, or worldwide subsidiaries, etc. They use a laptop which works perfectly in their own 

office but they face various problems when connecting outside. This includes problems such 

as getting an IP address, accessing Internet through a proxy, using a printer, reading and 

sending email, or provisioning an account on a corporate PBX to use a Wi-Fi smart phones.  

 

Configuring the user terminal back and forth can make user experience terrible and create a 

lot of stress for technical helpdesk. UCOPIA enables seamless, zero configuration access to 

network services and applications. The controller knows how each local application and 

service works. Based on its filtering engine, UCOPIA analyses user traffic (who the user is, 

what kind of application he/she is willing to access), understands what the user is willing to 

do, detects misconfigured flow and fix the configuration issues automatically.  

 

 IP addressing: the first configuration issues for mobile user sis the way to get an IP 

address. Laptops are configured with various IP addressing schemes (DHCP, NAT, 

fixed) which do not complies with each other. With UCOPIA, the user does not need 

to care about getting an IP address and changing IP configuration. The UCOPIA 

controller fits in the middle and handles this question. 

 

 Internet access: many organizations have a Web proxy to secure and fasten 

corporate Web access. Accessing Internet through a proxy requires configuring the 

laptop browser application specifically and likely to get assistance from helpdesk. Any 

mobile user has to reconfigure the laptop browser configuration back and forth, 

causing waste of time and additional helpdesk workload. With UCOPIA, no need to 

reconfigure the browser. The UCOPIA controller dynamically routes traffic through the 

local proxy. 

 

 Email: reading and sending email is an issue for mobile users. This is because the 

mail application uses a corporate user mail account, and this account points to the 

corporate mail server. The mail server can be accessed locally when the user is 

connected on the corporate LAN and eventually remotely through a VPN. With 

UCOPIA, visitors outgoing emails are automatically detected and can be seamlessly 

redirected to a local mail server while the ñSenderò part of the mail remains 

unchanged.   

 

 Printing: printing a document means identifying the appropriate printer (the one 

that is close to the user), and set all configuration and software required to use it: 

printer name and selection, driver installation, etc.  With UCOPIA, the whole process 

is completely seamless: UCOPIA detects the print request, select the best printer 

(given the access point on which the user is connected, automatically install the 

driver if needed, and prints.  

 

3.2.4  Quality of service  

The UCOPIA manager manages Quality of Service based on user profile and application. With 

data, voice or video applications used by employees, guests or machine users sharing the 

existing infrastructure bandwidth, it is important to set corporate policies. Very often, QoS 
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policies are implemented based on VLANs: VLANS are dedicated to voice or data, and each 

VLAN traffic gets a specific QoS. However, soft or smart phones, combined with mobility and 

guest hosting, VLAN based QoS happens to be not sufficient. With UCOPIA, the IT manager 

has the possibility to set 3 kinds of QoS policies: 

 

 Ser vice based priorities  - services or services for a specific group of users can have 

2 different levels of priority (normal and high). The UCOPIA filtering engine detects 

normal and high priority traffic and sorts the corresponding packets in different 

priority queues. For instance, guest internet traffic can get a normal priority while 

employee internet traffic gets high priority. Both guest and employees populations 

share the existing bandwidth but employees get a much larger bandwidth. 

 

 Guaranteed throughput  ï on top of the priorities feature, UCOPIA enables to set a 

guaranteed minimum bandwidth for a specific service. For instance, it is possible to 

set a minimum 30Kbs for a Voice over IP service. 

 

 Bandwi d th limitation : conversely, with UCOPIA, a service or a user profile can 

receive a limited bandwidth. This maximum bandwidth is expressed in Kbps. 

 

3.3  Administration  

UCOPIA includes a complete set of administration tools enabling the definition, enforcement, 

supervision, audit, monitoring of users, sessions, applications and wireless infrastructure.  

 

UCOPIA proposes 2 levels of administration: 

 

 System administration : the IT manager gets a complete high level, WEB based set 

of tools to configure, to supervise and manage the UCOPIA controllers and to define 

and maintain security and mobility policies, profile, services. 

 

 Delegate administration : the system administrator can delegate to selected users 

the right to create and delete guestsô accounts. A delegated administrator uses a 

specific WEB tool to create an account, provision the related services among a set of 

predefined guest oriented profiles, assign a time frame and credit. 

 

The UCOPIA System and Delegated administration tools are protected via a HTTPS protocol. 

 

3.3.1   The UCOPIA  System administration  

3.3.1.1  The UCOPIA Mobility P olicy (UMP) manager  

 
The UMP Manager enables network and security staff to define corporate policies regarding 

nomadic access (users, applications, zones, time, conditions, QoS, etc.). With the UMP 

Manager, users and groups, services and applications, access rights and credentials, related 

quality of service can be created, updated and consulted, taking into account time and 

location. A user inherits from all the services defined in the applicable profile(s) but some 

rights can be refined at user level.  

 

Services are characterized by IP address, port, and network protocol so that the UCOPIA 

filtering engine can identify each of them. UCOPIA has a set of predefined services including 

Internet, mail, various VPN, FTP, URL, etc. Existing services can be modified or removed and 

new services can be added. 
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Figure 8: Managing user profile with  UCOPIA System Administrati on Manager  

 

This information is stored in the corporate directory or split into several (legacy, guests) 

directories such as LDAP or Active Directory. The Manager also provides with multiple 

directories synchronization. This allows distributing the corporate information across several 

locations. 

3.3.1.2  Supervision and traceability  

UCOPIA records and logs 2 kinds of information: session information (who connected where 

and when) and traffic information (who did what). This logged information are essential for 

different purpose. First, it enables organizations to face legal requirements. In most 

European countries, in the context of anti terrorism laws, delivering Internet access to 

guests require 12 months traceability. Recent financial and corporate governance regulations 
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such as SOX or LSF also require fine grain IT traceability. UCOPIA matches these 

requirements. In addition, logged information is needed to audit the network activity and 

optimize infrastructure. 

 

UCOPIA logs are stored in an SQL database either locally in the UCOPIA controller or on a 

remote server. Logs can be archived automatically. The sessions log contains the following 

information:  

 

 User Information : first and last name, login name 

 Terminal information: IP and MAC address 

 Authentication mode: Web portal, 802.1x, Windows SSO 

 Time information: connection and disconnection time 

 Authorized profile 

 

The screenshot below shows the log view available with UCOPIA. 

 

 

Figure 9: UCOPIA sessions log  

 

The traffic log contains the following information: 
 The services used, and the usage frequence 
 The source and destination IP addresses 

 The ports numbers 
 The URLs 

 

The screenshots below shows the UCOPIA traffic logs. 
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Figure 10 : Per  user traffic log  

 

Session and traffic knowledge enables IT managers to tune and optimize the networking 

infrastructure, understand which applications are most frequently users and by which users. 

To take advantage of this logged information, UCOPIA provides with predefined graphics and 

charts. 
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Figure 11 : Usage statistics  

 

 

 

Figure 12 : traffic log -  URLs visited by a named user  ;  

 

3.3.1.3  UCOPIA controller configuration and administration  

With the UCOPIA manager, the IT manager can configure the controller: network 

parameters, VLAN, IP addressing, corporate directories or RADIUS servers integration, etc. 

 

Once configured, the controller configuration and data can be archived and restored: 

directories, logs. The controller firmware can be upgraded locally or remotely through a 

maintenance tunnel. 
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3.3.2  The delegated administration  

The system administration manager provides full control over the UCOPIA controllers but it 

is used by MIS staff only. However, many day to day operations such as creating, updating 

or deleting a guest account. With UCOPIA, the IT manager can delegate identified users 

access the management of guest accounts. Using the delegation administration portal is a 4 

steps process and does not require any IT expertise:  

 

 collect the guest information (name, company),  

 select the guest profile among several guest profiles defined by IT staff,  

 choose time frame, time credit and zone applicable and  

 print the connection ticket. 

 

 

The screenshot below shows how to select time frame and credit. 

 

 

 

Figure 13 : delegated administration to create & manage user accounts;  

 
The delegation tool also allows launching large numbers of guest accounts in one batch (for 

instance from a CSV spreadsheet). This is well suited to host a seminar or a conference. The 

screen shot below shows how to select a time frame with the delegation tool. 

 

3.3.3    Centralized administration  

When several controllers are distributed over several locations, UCOPIA enables to define 

one controller as main controller and others as secondary. The main controller then remotely 
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manages the secondary controllers (see multi controllers architecture section for more 

details). 
 

4  The UCOPIA  architecture  

 
In this section, the UCOPIA main components, APIs and protocols are described. The 

UCOPIA controller fits between the WLAN and the legacy corporate LAN.   

The user traffic is forced through the UCOPIA controller, based on physical (cable) or logical 

(VLAN) configuration.  

Authentication protocols between the user and the controller can be HTTPS or EAP. The 

UCOPIA RADIUS and the administration tools connect to the corporate directory through the 
Secure LDAP (LDAPS).  Traceability is supported by an embedded SQL database. Administration 

relies on an HTTPS secure WEB protocol. 

 

The UCOPIA appliance is built on top of industry hardware components (processor, memory, disk) and a Linux 

operating system. 

 

 

 

Figure 14 : UCOPIA global architecture  

 
 

4.1  The UCOPIA  controller  

The UCOPIA controller is the corner stone of the UCOPIA architecture. It enforces corporate 

mobility policies defined with the system administration tools and stored in the directory. 

The controller includes the RADIUS server, and modules to manage access control, quality of 

service, zero configuration application procurement. The Mobility Manager controls all these 
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modules.   

 

Figure 15 : The UCOPIA Controller architecture  

 

The controller stands on top of a filtering engine used to classify, control, redirect log 

sessions and traffic. The filtering engine operates at layer 2 up to 7 and uses IP and MAC 

addresses, port numbers, protocols, etc. The UCOPIA filtering engine stands on top of Linux 

components such as IP Tables, Netfilters and more. 

 

 
 Authentication: The controller embeds a RADIUS server (FreeRADIUS) which serves 

as the authentication server for the 802.1x protocol. The RADIUS server supports 

various authentication algorithms including TLS, TTLS, PEAP etc. The RADIUS can 

query a corporate directory (LDAP V2 or V3, Active Directory) or a cascade of 

directories (for instance first employee directory then partners and customers). The 

UCOPIA WEB portal implements WEB HTTPS based login/password authentication. It 

relies on dedicated proxy and an apache server. Both the UCOPIA RADIUS and portal 

can query the UCOPIA LDAP directory as well as external directories to check user 

identity and credential. 

 

  Access control : at authentication time, the Access control module in the controller 

gets the user profile from the directory. This profile is made of high level mobility 

policies which are dynamically compiled into low level filtering rules in the controller. 

These rules are automatically and dynamically activated removed when the user 

disconnects. 

 

 Quality of service : The UCOPIA controller identifies the up going and ingoing traffic 

and marks the packets according to predefined policies (normal and high priorities, 

guaranteed or maximum bandwidth) depending on profile and applications. Traffic 

classification and priority management is implemented in the UCOPIA QoS module. 

This module relies on Linux Traffic Controller and Hierarchical Token Bucket (HTB) 

packages. HTB is in charge of dispatching the packets in appropriate priority queues.   

 

 Seamless access : The « Seamless Access » module is based on the UCOPIA filter. 

This module detects misconfigured traffic and fixes the configuration problems 

automatically, based on the knowledge of the local environment stored in the UCOPIA 

directory. To do so, the Seamless Access Module implements smart routing 

algorithms and redirect traffic to the appropriate servers (for instance redirection of 

outgoing email to the local SMTP server or redirection of Internet access to the local 

Internet proxy). The Seamless Access module automatically pushes software modules 

(drivers, applets) needed to use a specific application or service. The virtual printer 

service is based on Linux Samba and CUPS.  

 

 VLAN redirection : the UCOPIA VLAN Manager can force user traffic in a wired VLAN 

based on profile policy. The VLAN Manager complies with 802.1q. 
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 IP a d dressing : The UCOPIA controller contains a DHCP server, a NAT router and a 

DNS server in order to implement highly flexible addressing schemes and 

interoperate with legacy wired network strategies.  

 

4.2  The UCOPIA  administration tools  

UCOPIA administration is based on a complete set of tools enabling configuration, controller, 

users, services and policies administration, real time and statistic supervision. 

 
 

 

Figure 16 :  The UCOPIA Administration Manager  

 
 Configuration  ï the controller configuration module enables to define network 

properties (DHCP, DNS, in and out VLANs) as well as the authentication, zero 

configuration and redundancy/load balancing policies. The configuration can be 

exported in a file for backup and restore process. 

 Security and mobility  policies ï This module enables to create, update, remove the 

services filtered by UCOPIA, to define profiles (who is allowed to use which services 

and in which conditions of time, location). This constitutes the UCOPIA mobility model 

which is stored in an LDAP directory. The secure LDAPS protocol is used to query and 

update the UCOPIA directory. 

 Controller(s) supervision and log ï UCOPIA controllers can be supervised 

remotely (who is connected where, for which applications). Connections and sessions 

logs are stored in an SQL (The Linux MySQL database). The logs can be queried 

through of of the predefined UCOPIA query and more queries can be defined using 

the SQL query language. 

 Operation ï this module is used to operate the UCOPIA controller: firmware 

upgrades, configuration backup and restore, remote control and maintenance. Backus 

are compressed and archived in a .tar format. Releases are downloaded from the 

UCOPIA Extranet web site, remote maintenance relies on an SSH tunnel opend from 

the controller to the UCOPIA maintenance servers. 

 Delegation portal ï the delegation portal enables quick and simple network access 

provisioning for guests. It is based on a high level graphic WEB interface secured with 

and HTTPS protocol. This delegation tool uses the UCOPIA directory to store the 

guest account information.   
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4.3  The UCOPIA  authentication architecture  

UCOPIA enables different categories of users to authenticate with different types of 

credentials (password, certificates, tokens, OTP) and delivers the needed flexible 

architecture to operate each of them concurrently. 

 

 HTTPS : The user opens a Web browser, and is forced on an authentication Web page 

hosted in the controller. To do so, UCOPIA uses APACHE to handle the customizable Web 

portal, SQUID for Web redirection and HTTPS to securely transport the login and password.  

 

  

Lo gin 802.1x  /PEAP or TTLS : with UCOPIA, it is also possible to authenticate with a 

password through an EAP/802.1x architecture. The benefits are 2 fold: the user 

authenticates before having an IP address which enhances security and the authentication is 

mutual (user and infrastructure) so that the user has the guarantee that he/she does not 

connect on a Rogue access point. To implement this EAP architecture, UCOPIA relies on a 

RADIUS server in the controller (FreeRADIUS), native user device PEAP (on Windows) or 

TTLS (Linux, Mac OS X). The certificates used to authenticate the infrastructure can be 

generated by UCOPIA or third party PKI. 

 

 802.1x / TLS :  Certificates can be used with UCOPIA to implement robust mutual 802.1x 

authentication. Certificates comply to X509 and PKCS#12 with a TLS extension. The protocol 

used to implement the authentication is EAP/TLS, natively supported by most user device 

and access points, the UCOPIA controller RADIUS server. Certificates can be generated by 

the UCOPIA Credential Manager using OpenSSL and stored in the directory. Certificates can 

also be part of a third party PKI (Public Key Infrastructure), and UCOPIA integrates with this 

as well. Certificates can be installed either in the user device or in a separate token. 

 

Windows Kerberos authentication:  many organizations have a Windows Kerberos 

authentication scheme for wired users. With UCOPIA, this can be seamlessly extended to the 

wireless connections. UCOPIA sniffs the Kerberos process. During this process, any other 

traffic is prohibited. When the Kerberos process succeed, then the user profile is fully 

activated. 

 

 

5  Integrating UCOPIA  in legacy LAN infrastructure  

 
UCOPIA is an off the shelf solution integrating all components needed to securely operate a 

corporate WLAN. This results in the UCOPIA Express controllers product line, best suited for 

small and medium organizations. 

 

UCOPIA also makes it very easy to integrate smoothly with legacy networking and security 

environments. UCOPIA is based on a highly modular, open architecture so that it can 

interoperate with existing directories (LDAP, Active Directory, NT Domain, etc.), existing 

RADIUS, DHCP, VPN servers, VLAN and IP management policies, corporate Intranet and 

applications authentication and access. All these configuration options are available in the 

UCOPIA Advance controllers product line to match large projects requirements. 

 

5.1  Int egration with one or several  corporate director ies  

UCOPIA integrates with any corporate directories which comply with the LDAP V3 protocol. 

In this case, usersô accounts are stored in the corporate directories while the UCOPIA 
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directory is used to store the UCOPIA mobility model and the guests accounts. The schema 

below  shows this architecture : 

 

 

Figure 17 : Legacy / UCOPIA directories  architecture  

 
To relate the user account information stored in the corporate directory and the user profile 

in the UCOPIA directory, a simple configuration is needed (see screen shot below). 

 

 



UCOPIA Communications 

 UCOPIA White Paper ï Proprietary Information                                                                                                                         
26 

 

Figure 18 : configuring UCOPIA to integrate with the corporate directory  

 
An LDAP filter is used to identify the user; the user profile is obtained in the group attribute.  

 

UCOPIA authentication process can also operate with several corporate directories (local 

employees, corporate staff, sub-contractors and suppliers, customers, etc.). At 

authentication time, the user identity is checked by sequentially querying all directories until 

success. The list of directories is defined and sorted with the UCOPIA administration tool. 

 



UCOPIA Communications 

 UCOPIA White Paper ï Proprietary Information                                                                                                                         
27 

 

Figure 19 : UCOPIA authentication with multiple corporate directories  

 

The screenshot below shows how to configure multiple cascaded directories authentication. 

In this example, 3 directories are defined (students, administration staff, UCOPIA), and 

these directories are queried in a different order depending on the authentication mode (web 

portal, 802.1x). 

 

 

Figure 20 : UCOPIA configuration with multiple corporate directories  

5.2  IP addressing and  VLAN s architecture  

In the LAN architecture, the UCOPIA controller stands between the access network and the 

applications network. Both the access network and the applications network are organized in 

one or several VLANs each of them owning an IP addressing scheme.  

 

UCOPIA enables flexible management of the VLANs and IP address. The UCOPIA controller 
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first includes 2 different Ethernet cards, one to collect the access VLANs, and the second to 

deal with traffic to and from the applications network VLANs. UCOPIA embeds a DHCP server 

and natively operates in NAT mode over 3 VLANs: an administration VLAN for IT staff, a 

VLAN for users authenticating with the WEB portal and a VLAN for users authenticating with 

802.1x protocol (see schema below). 

 

 

 

Figure 21 : UCOPIA IP &  VLAN default configuration  

 

The addressing policy can be customized depending on the user profile. For instance, guests 

IP address can be translated (NAT mode) while employees are routed. Schema below shows 

how to configure these 2 addressing policies which impact the traffic going through the 

UCOPIA controller on the applications network. 

 

 

Figure 22 : UCOPIA IP management based on user profile  

Several outgoing VLANs can be defined with UCOPIA. Depending on user profile, guest traffic 

can be pushed on a VLAN which forces the user traffic to an Internet router while employee 

traffic is pushed on a VLAN delivering access to the corporate applications (see below). 
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Figure 23 : UCOPIA IP and outgoing VLANs management based on user profile  

 

 

Last, UCOPIA enables the creation of zones (lobby, meeting rooms, etc.). Zones are mapped 

into one or several VLANs. A user may be authorized to connect in one zone but not in 

another or get a different profile depending on the connection zone. For instance, an 

employee connecting in the lobby on the Web portal does not have all the rights he gets in 

the office space.  

 

5.3  Int egration with a  RADIUS  server  

The UCOPIA controller contains a RADIUS server used to authenticate the users, whether 

password, certificates or tokens are used. This server can act as a proxy for another 

authentication server, or for a particular authentication mode.  

 

This architecture has been deployed in a country wide EDUROAM European student program 

which we describe now.  

 

ARREDU is a distributed authentication architecture, based on the RADIUS protocol and 

providing a global authentication for any student connecting on any campus in the country 

with a single account and password. 

 

All EDUROAM campus have their own RADIUS server connected to a global EDUROAM proxy. 

When a student connects on a campus, an authentication query is sent to the EDUROAM 

proxy, including the user ID in the form of userid@nativecampus.country. This ID is used to 

forward the authentication query to the RADIUS server ñowningò the user. 

 

 

 

 

 

mailto:userid@nativecampus.country
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Figure 24 :  EDUROAM  Architecture  

 

UCOPIA fits into this architecture based on the following features 

 

1. the user connects ont the UCOPIA Web portal. The WEB portal forwards the 

authentication query to the local UCOPIA RADIUS server. 

2. If the user domain is the same as the local domain, the authentication is processed 

locally by the UCOPIA RADIUS server. 

3. If the user domain is different from the local domain, then UCOPIA acts as a proxy 

and forward the authentication to the EDUROAM global proxy. 

 

The screenshot below shows how to configure the UCOPIA RADIUS. 

 

 



UCOPIA Communications 

 UCOPIA White Paper ï Proprietary Information                                                                                                                         
31 

 

Figure 25 : RADIUS Configuration  

5.4  Int egration with a PKI  architecture  

The UCOPIA solution can take advantage of existing PKI infrastructures. If the organization 

has already distributed certificates to its users, then these certificates can be used with 

UCOPIA to authenticate with UCOPIA. UCOPIA enables to store in the corporate directory, on 

the user device and/or in a secure token, with a PKCS12 format. Certificates need an 

EAP/TLS extension. 

 

The UCOPIA controller gets a certificate from the certification authority in order to 

authenticate itself. The certificate must have a CN attribute which specifies the user identity 

as defined in the corporate directory. This attribute is used to query the directory. 

 

5.5  Integration with third party provisioning & billing tool  

To integrate with third party provisioning or billing solutions, UCOPIA provides an API. For 

instance, an hospital opens a file for each patient. Besides medical data, the patient may get 

free and charged services (telephone, video on demand, internet access). The user 

information is created once only and pushed to each service oriented component including 

UCOPIA. 
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The UCOPIA API enables to create, update or remove a user account, associate the user to a 

predefined profile, based on an HTTP query: 

 

http://<@IP UCOPIA controller >/deleg/api_admin_deleg.php 

 

For instance, to create an account with the  « jdupond » login name and the « guest » 

profile, the API command is: 

 

http://10.0.0.1/deleg/api_admin_deleg.php?deleg_id=deleg&deleg_pwd=deleg&action=add

user&user_id=jdupond&user_pwd=dupond&user_grp=guest 

 

The architecture is the following: 

 

 

Figure 26 : Third party AAA solution integration  

 

6  Single  location  architecture  

 
Single location deployments are very frequent in the hospitality or SME markets. In the case 

of a hotel, the network infrastructure is simple: internet access through a DSL router and a 

Universal Thread Management (UTM) device to protect from Internet threats (virus, attacks, 

etc.). UCOPIA works as a gateway between the rooms and the Internet router (see schema 

below). 

http://10.0.0.1/deleg/api_admin_deleg.php?deleg_id=deleg&deleg_pwd=deleg&action=adduser&user_id=jdupond&user_pwd=dupond&user_grp=guest
http://10.0.0.1/deleg/api_admin_deleg.php?deleg_id=deleg&deleg_pwd=deleg&action=adduser&user_id=jdupond&user_pwd=dupond&user_grp=guest
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Figure 27 : Single location, hotel like architecture  

With SMEs, architecture is a little richer, with a directory to store employees accounts, and  

some VLANs. 

 

 

Figure 28 : Single location, hotel like architecture  

Users connect on different VLANs (employees, guests) and their traffic is forced on different 

outgoing VLANs.  

 

7  Multiple locations architecture  
 

Large organizations usually have multiple locations while IT infrastructure and staff are 

centralized or distributed. Directory can be centrally managed at headquarters together with 
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IT staff while switches and wireless access points are obviously distributed.  

 

UCOPIA enables flexible architecture enables to deploy various architectures scaling from a 

fully centralized architecture (UCOPIA controllers are based in a single central location but 

control all APs) to a fully distributed architecture (one controller per location). Centralized 

architecture delivers ease of management while distributed architecture reduces traffic, 

improves performance and availability. 

 

UCOPIA can fit to these different architectures with large load balanced controllers farm to 

cope with fully centralized architectures or fully distributed, one per location multi-controllers 

architectures. The following of this section describes these different architectures. 
 

7.1  Multi controllers architecture  

A multi controllers architecture can be convenient to cope with progressive deployment of 

the different locations. In this case, the architecture includes one main controller and a 

number of secondary controllers. The main controller not only controls the local traffic but 

also enables centralized supervision and administration of the secondary controllers. 

 

The screenshot below shows how to administrate 5 secondary controllers from one main 

controller. 

 

Figure 29 : Single location, hotel like architecture  

 

 

 

7.2  Multiple locations architectures ï Examples  

 

 

Example 1 ï one controller per location and a centralized directory  

In this example, each location has its own local controller. The corporate directory (for users 

accounts description) and the UCOPIA directory (for the profile and mobility model) are 
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centralized. This means all controllers remotely query these directories.  But once 

authentication has succeeded, all user traffic is controlled locally. 
 

 

Figure 30 : multi ple controllers and  centralized directory  

Example 2 : distributed UCOPIA  controllers  and locally replicated directory  

In this second example, each location owns its controller which itself queries its own 

directory. However, directory updates are performed on a centralized directory and updates 

are then synchronously replicated on the local directories. If the link between the main and 

secondary locations is temporarily broken, the secondary controllers can still operate using 

the local directory and possible centralized updates are batched once the link is restored. 
 

 

Figure 31 : distributed  replicated director ies  and distributed controllers  

 

Example 3 : Centralized directory  &  centralized  controllers;  

In this example, there is one UCOPIA centralized controller. A central directory stores all 

user and profile information, but it is replicated on each location. The central UCOPIA 

controller can be a single appliance, or a redundant architecture with 2 appliances, or a load 
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balanced controllers farm. 
 

 

Figure 32 : centralized controller and directory  

 

With the centralized architecture, the user traffic has to be forced to the UCOPIA controller 

through the WAN. Because UCOPIA filters information from layers 2 to 7, this requires layer 

2 connectivity between the secondary and main locations. If layer 2 connectivity does not 

exist, it can be built using layer 2 tunneling (e.g. L2TP V3). 

 

8  Multi zones architecture  
 

As part of a user profile, UCOPIA enables to define connection and outgoing zones. A zone 

logically matches to a geographic area such as a branch office, a library, a lobby, etc.  

Through the UCOPIA configuration tool, a zone is mapped into a list of VLANs. In a multi-

controllers architecture, each controller can map a given zone with a different list of VLANs.  

 

A user profile defines the zones where the user is allowed to connect. In addition, on each 

zone in the profile, the applications which can be used as well as time constraints can 

change. An outgoing zone maps to a single VLAN where the user traffic is forced when going 

out of the UCOPIA controller. 

 

For example, on a campus, 3 connection zones (cafeteria, library and administration) and 2 

outgoing zones (Laboratory and Class rooms) are defined. The cafeteria zone maps to VLANs 

4, 5, 6, library maps to VLANS 2 and 3, administration to VLAN 7, laboratories to VLAN 20, 

etc. (see schema below). 
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Figure 33 : Multi zones architecture  

 

 

9  Managed architecture  
 
Managed architecture makes a lot of sense when a number of locations have to be managed 

remotely. Each location owns its controller for security, performance and availability to 

match usage requirements but IT staff are located centrally either in the internal MIS 

department or outsourced in an IT service provider.  

 

For example, points of sales delivering internet access to customers and mobile cashiers 

solutions or banking branch office require that controller are remotely managed. Space is 

also very scarce, no IT room to store and operate servers or network equipment. 

 

UCOPIA fits these requirements with a small controller including all the UCOPIA features 

which can be remotely managed. The user profiles and accounts are stored in a centralized 

directory. The logs produced locally by each controller are transferred in real time to the 

central location where they are stored. 

 

 

Figure 34 : UCOPIA m anaged controller;  

 

 

The controllers are centrally managed. Schema below shows the managed architecture. 
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Figure 35 : UCOPIA managed architecture;  

 

10  High availability and redundant a rchitectur e 
 
To face availability and scalability requirements, UCOPIA implements redundancy and load 

balancing features. This enables serving thousands of concurrent users and delivering non 

stop operation in case of hardware failure. 

10.1  Non stop operation and Redunda ncy  

UCOPIA redundancy is based on an Active controller / Passive Controller model. Both 

controllers are located on the same VLAN. In case of an 802.1x authentication architecture, 

equipments (switches, Wi-Fi access points) have to be configured with the passive controller 

as backup. At each time, only one controller is active and both controllers talk to each other 

to detect otherôs eventual failure. The configuration and directory of the active controller is 

synchronously replicated on the passive controller. Thus, both controllers are always fully 

consistent. 

 

In case on a failure of the active controller, the DHCP server of the passive controller is 

activated. Thus, all sessions and traffic switch to the formerly passive controller, based on 

the DHCP server.  

 

 

Figure 36  : Redundan t architecture with  UCOPIA  
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The UCOPIA multi-controllers architecture can be derived into a simple twin controller 

redundant architecture or in a centralized cluster of controllers with load balancing. 

10.2  Load balancing  

Load balancing is based on various criteria stored on each controller. Criteria include CPU 

and memory workload, number of concurrent users, swap status, etc.  

 

For each criterion, when a threshold is reached, then the load balancing system is activated.  

The DHCP server adapts routing strategies in order to fit load balancing criteria. To do so, a 

dialogue between the DHCP server and the controllers is launched to define the new load 

balancing strategy. Each controller has a different strategy, in case of load balancing, the 

controller owning the highest priority is first queried. 

 

Here is an example of the UCOPIA load balancing protocol between 2 controllers. 

 

 If a threshold is reached on Controller 1 :  

 Controller 1 :  

 Send a STOP query DHCP message to the Controller 2 server 

 Controller 2 :  

 Receives the message 

 Checks the switch process 

 Starts the DHCP server and accept the STOP 

 Controller 1 : 

 Receives the ACCEPT 

 Stops its DHCP server and change status from active to passive 

 If  a threshold is reached also on Controller 2 

 Controller 2 :  

 Send a STOP query  

 Which cannot be accepted since  Controller 1 is not active at this time 

 Then Controller 2 remains the Active DHCP 

 

Load balanced controllers can share a single directory or have their own directory based on a 

hot directory replication feature which maintains all directories consistent in real time. In the 

first case, the directory has to be hosted by an independent machine. The schema below 

shows 3 load balanced controllers. Following a threshold overflow, the 2 first controllers 

were saturated and only the third controller accepts new sessions and traffic. 
 

 

Figure 37  : Redundant architecture with UCOPIA 
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11  UCOPIA  Product line s 

 
UCOPIA solutions are made of 2 product lines: UCOPIA Express and UCOPIA Advance. 

 

 UCOPIA  Express  is a set of highly packaged, easy to install, easy to operate 

appliances dimensioned to address scalable performance requirements: 10 / 20 / 50 / 

100 and 200 hundred concurrent users. UCOPIA Express includes all the major 

UCOPIA security and mobility features described above in this document. UCOPIA 

Express is best suited for public or private hotspots (hotels, restaurants, meeting 

rooms, etc.) and small businesses. 

 

 UCOPIA  Advance  is a set of appliances which includes all Express features and 

more. Advance appliances dimensioned to address up to 500 concurrent users and 

more by combining several appliances with load balancing and or fault tolerance 

features. Advance also more flexibility for multi-site deployments and remote 

administration and supervision. Advance enables fine grain integration with legacy 

LAN and security infrastructure (corporate directories, VLAN, proxies, PKI, etc.) 

 

The table below lists the main Express and Advance features: 

 
Features  Advance  Express  

Security    

 Authentication   

o Web captive portal     

o 802.1x/PEAP     

o 802.1x/TTLS     

o 802.1x/TLS    

o Windows domain    

 Token or smart card based 
authentication 

   

 Seamless periodic 
reauthentication 

    

 Redirection on corporate web 

portal 

    

 Single Sign On    

 Access Control based on user 

identity, time and zone 

    

 Self provisioning based on SMS     

 Online payment provisioning     

 VLAN redirection based on user 
identity  

    

 Intrusion detection     

 WPA, 802.11i compliance     

Mobility    

 Zero configuration     

o DHCP/ fixed IP address     

o Seamless mail access      

o Seamless Internet Access 
(proxy) 

    

o Seamless printer access    

o VPN pass through    

 QoS     

 Time based access control     

 Time quotas     

 Access control based on 
connection and outgoing zones 

   

 Conditional & adaptative profile    
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Administration    

 Security and mobility policies 

administration 

    

 Guest hosting and provisioning 
(SMS) 

    

 Delegated provisioning     

o Connection ticket printing     

o Mass guest accounts 
creation ï CSV import 

    

 Supervision of connected users     

 Statistics     

 Connections traceability and logs     

o User sessions     

o Traffic (URL, applications)     

o Log archive and restore, 
locally or remotely 

    

 User traffic traceability     

 Customizable web portal     

 Centralized multi-controllers 
administration 

    

Inte gration    

 Corporate LDAP integration 
(OpenLDAP, Active Directory, 
multiple directories queries and 
synchronization, etc.) 

  UCOPIA directory 
only 

 Third party RADIUS Integration 
and proxy 

  UCOPIA RADIUS 
only 

 Web proxy integration     

 Connection VLAN Integration     

 Outgoing VLAN integration     

 PKI Integration    

 AAA third party solutions 
integration 

    

Architecture    

 DHCP Server     

 NAT     

 Customized NAT based on user 
profile 

   

 Routing    

 Multi sites (multi controllers)   With local or 

remote UCOPIA 
directories only 

 Fault tolerance and load 
balancing 

   

 Wired connections     

 
 

12  Conclusion  

 
The UCOPIA solution implements 3 major features: (1) enterprise class, industry standard 

compliant security including robust authentication based on RADIUS and EAP/802.1x 

architecture, IPSec 3DES encryption, and fine grain, per user profile, date and location 

access control based on level 2 to 7 filtering. (2) mobility management based on centralized 

mobility policies definition and distributed enforcement, and centralized WLAN configuration, 

management and monitoring, and (3) end user ease of use and quality of service based on 
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zero configuration seamless access to application and patent pending quality of service 

management. This results in a unique appliance solution delivering unequaled benefits for 

the organizations deploying WLAN: 

 
 Mobility management : UCOPIA enables mobiles employees, customers and 

partners to connect simply and securely anywhere, anytime on the corporate WLAN 

and access seamlessly to their applications (internet, email, printers, etc.).  No 

configuration or software installation is required on the user device, and as a 

consequence, no need to use technical helpdesk. This means enhanced end user 

comfort, security and productivity and tremendous helpdesk workload reduction. 

Visitors receive appropriate services as well, thus improving customer and partner 

relationship and corporate image. 

 

 Total Cost of Ownership : deploying WLAN requires the integration with the legacy 

networking and security environment (DHCP, VLAN, Firewalls, VPN, etc.). It also 

means deploying and configuring hundreds of access points in many different 

locations, delivering the WLAN service to thousands of users on a daily basis. 

Altogether, this means lots of design, integration, configuration, maintenance and 

helpdesk issues. This can generate costs way beyond the investment in WI-Fi 

hardware. With UCOPIA, theses costs are tremendously cut. UCOPIA makes 

integration in the legacy environment much easier, enables centralized configuration, 

supervision, and monitoring, and reduces the end-user configurations problems, thus 

cutting helpdesk workload by a 10 factor.  With UCOPIA, the cost of deploying and 

managing the WLAN are drastically reduced. 

 

 Network equipment independence : UCOPIA operates at upper layers of the 

network architecture (level 2 to 7). It is therefore independent of the type of Wi-Fi 

access points used. With UCOPIA, heterogeneous access points can be used and 

managed concurrently through a single controller. Furthermore, UCOPIA provides 

control on other networking connections (standard wired Ethernet connections, soon 

coming Wi-Fi 802.11n, WiMax and many more. 
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13   Appendix 1  : glossary  
 
Here is a list of key words and definition used in this document. 

 

 Wi - Fi  

o Wi-Fi is a commercial brand promoted by the Wi-Fi Alliance, an industry consortium 

of manufacturers and vendors. The Alliance certifies the compliance of products to 

IEEE standards (802.11 family). 

o 802.11 b/a/g/n : 802.11 is a set of standards defined by IEEE. The letters b, a, g, n 

identify different throughputs and underlying protocols (from 10 to 500 Mbits per 

second). 802.11n is not yet ratified. 

o 802.1x is the adaptation of EAP (defined below) to Wi-Fi networks. 

o 802.11i is a security standard for WI-Fi ratified in June 2004. It includes 802.1x for 

strong authentication and AES encryption. 802.11i requires new equipments both on 

the AP and the client side 

o 802.11e is a standard for Quality of Service management. It is not ratified.  

 Authentication  

o EAP ï Extensible Authentication Protocol: EAP is a protocol to transport 

authentication data. This protocol operates at OSI level 2, before the client has an 

IP address to enforce security. EAP works for both wired and wireless networks. 

Based on EAP, many authentication solutions can be implemented, based on 

password (PEAP, TTLS), certificates (TLS) and more. A RADIUS server is used to 

drive the dialogue with the client. 802.1x is the name of EAP applied to 802.11 

networks. 

o PKI ï Public Key Infrastructure: PKI is an architecture based on public and private 

keys stored in certificates. This enables organizations to deploy secure solution to 

exchange emails, documents with the guarantee of confidentiality. With PKI, A can 

send an email to B, be sure that only B will read, and prove that only A could send 

it. PKI can be used to mutually authenticate on a network. This is done through a 

standard architecture called EAP/TLS. UCOPIA enables customers PKI already in 

place to be used for Wi-Fi authentication. 

o RADIUS - Remote Access Dial-in User Services is a standard protocol to query 

remotely an authentication server. UCOPIA includes a RADIUS server. 

o One Time Password : one time password solutions generate a password which is 

limited in time. This enhances security. The most famous and spread OTP solution 

is RSA secure ID. UCOPIA enables organizations which already deployed OTP to use 

them to authenticate on a Wi-Fi network. 

 Encryption  :  

o WEP - Wired Equivalent Protection : WEP is an encryption algorithm based on 64 

bits keys, used in first generation Wi-Fi access points. WEP is known as very weak 

because keys are small, static and shared by several users.  

o TKIP ï Temporary Key Interchange Protocol: With TKIP, encryption keys are 

created dynamically and changed periodically. This addresses the major WEP 

weaknesses. TKIP is upward compatible with WEP APs.  

o AES, DES, 3DES: these are encryption algorithm using 128 bits keys. They are used 

in VPN solutions and for encryption in latest generation APs. 
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o VPN ï Virtual Private Network: enables to build a virtual private network on top of a 

shared, public physical infrastructure. VPNs implement authentication and 

encryption technologies to deliver for instance secure remote access to corporate 

information systems. 

o IPSec: this is a particular VPN technology that operates at level 3 of the network. 

Any application can seamlessly rely on a VPN. IPSec requires a client and server 

architecture. 

o SSL (Secure Socket Layer) et HTTPS : SSL is an Internet standard VPN technology. 

Internet browsers integrate SSL. Therefore, there is no need to deploy a clinet to 

use an SSL VPN. However, SSL only apply to Internet applications. It does not 

apply for traditional client/server applications. 

o WPA ï Wireless Protected Access: WPA is a set of standard to enhance wireless 

network security. It includes 802.1x and TKIP. Main benefit compared to 802.11I is 

upward compatibility for existing APs and cards. 

 Directory  

o LDAP ï Light Directory Access Protocol: LDAP is a standard protocol to query and 

update a directory across a network. Whether the directory is implemented as a 

file, a database or a native LDAP structure does not matter.  

o LDAPS is a secured protocol to query an LDAP directory. Very useful to get a 

password or any confidential information.  

 

 Network  

o VLAN ï Virtual Local Area Network: VLANs enable to implement several logical 

subnets on top of a single physical infrastructure. VLANs are managed by switches 

and routers.  

o DHCP ï Dynamic Host Configuration Protocol: DHCP is a protocol enabling a client 

willing to connect to a network to get an IP address. This broadly used in most 

organizations. 

o NAT ï Network Address Translation: NAT is another way to get an IP address. This 

allows to give several local private address hidden by a single address; This is used 

when the pool of IP addresses available is too small.  
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14  Appendix 2 : detailed technical specifications  

 Security 
 

FEATURES  DETAILS  SPECIFICATIONS  

Authentication   Java card 

 Login and password 

 One Time password 

 PKI 

 Windows Domain 

 Mac Address 

 SSO 

 Periodic 

authentication 

 LDAP 

 RADIUS 

 RADIUS Proxy 

 Active Directory  

 X509 certificate  

 802.1x 

 EAP/TLS 

 EAP/MD5 

 EAP/SHA-1 

 PEAP 

 TTLS 

 RSA 

 ISO7816 tokens 

(USB, PCMCIA) 

 HTTPS 

 

Encryption   Industry standard 

compliant 

 IPSEC 3DES VPN 

 WEP 

 TKIP 

 WPA 

 AES 

 IPSec  

 3DES  

 SSL 

 SSH 

 

 

Access control  

 Level 3 to 7 filtering 

 IP address (user, 

access point, server) 

 Port 

 Protocols 

 Time and Date 

 Location 

 VLAN 

 Virus scan 

 

 DNS server 

 802.1Q 

 IPTables 
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Mobility 
 

FEATURE  DETAILS  SPECIFICATION  

Mobility policies  

 User 

 Group 

 Service 

 Time 

 Location 

 Access mode 

 VLAN 

 

 LDAP 

 LDAPS 

 

Quality of Service  

 Bandwidth 

 Group 

 User 

 priority management 

 Classification  

VPN 

 TC (Traffic Controller) 

 HTB (Hierarchical 

Token Bucket) 

 FRS (Fair Radio 

Sharing) ©1 

 

 

Guest hosting  

 Guest Web portal 

 Time and location 

dependent access 

profile 

 

 HTTPS 

 

Zero configuration 

seamless access  

 Redirection SMTP 

 Automatic Web proxy 

redirection 

 Smart Routing 

 Nomadic print service 

 Local service 

discovery 

 Authentication 

 VPN 

 

 IPTables 

 Samba 

 Cups 

 Squid 

 DNS 

 

 

  

                                                      
1
 Copyright UCOPIA, 2004 
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Administration 
 

 

FEATURE  DETAIL  SPECIFICATION  

Mobility policies 

administration  

 User, Group 

 Service 

 Time & location 

 QoS 

 Credentials 

 VLAN 

 VPN 

 Java Interface 

 

 LDAP 

 LDAPS 

 

 

Delegation  

 Restricted administration rights 

to host guests 

 Web interface 

 LDAP 

 HTTPS 

 

Supervision, Log  

 User session 

o  Login, name 

o  User IP address 

o  AP IP address 

o  MAC address 

o  Authentication mode 

o  Connection time & duration 

o  Services  

o  QoS 

 Packets 

o  source & destination address 

o  source & destination ports 

o  Transport protocol 

o  Packet & header size 

o  Time, Checksum 

o  Time To Live 

 Log stored in SQL database 

 Web Interface 

 

 MySQL 

 IPTables 

 UlogD 

 

Access Points 

administration  

 Configuration 

o  Manual,  Automatic 

 Supervision 

o  Alerts 

 Statistics 

o  Workload, Bandwidth usage  

 SQL database 

 Interface Web 

 

 SNMP 

 MIB II 

 MySql 

 HTTPS 

Controller 

Administratio n  

 Start/Stop module 

 Configuration 

 Web interface 

 

 HTTPS 
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 Integration 
 

FEATURE  DETAILS  SPECIFICATIONS  

Network Integration  

 DHCP server 

 DHCP relay 

 NAT 

 NAT customized 

 Wireless/wired IP 

address mapping 

 Wired/wireless VLAN 

mapping 

 Wireless VLAN 

 

 

 

Corporate Directory 

Integration  

 Centralized 

 Replicated 

 Synchronization via 

Manager UCOPIA 

 

 LDAP V2, V3 

 Active Directory 

 

 

Authentication 

server integration  

 Proxy 

 Per authentication 

mode proxy policy 

 RADIUS Proxy 

 

 


